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Copyright

Copyright © 2009, CRYPTOCard All Rights Reserved. No part of this publication may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any
language in any form or by any means without the written permission of CRYPTOCard.

Trademarks

BlackShield ID, BlackShield ID SBE and BlackShield ID Pro are either registered trademarks or
trademarks of CRYPTOCard Inc. All other trademarks and registered trademarks are the
property of their owners.

Additional Information, Assistance, or Comments

CRYPTOCard’s technical support specialists can provide assistance when planning and
implementing CRYPTOCard in your network. In addition to aiding in the selection of the
appropriate authentication products, CRYPTOCard can suggest deployment procedures that
provide a smooth, simple transition from existing access control systems and a satisfying
experience for network users. We can also help you leverage your existing network equipment
and systems to maximize your return on investment.

CRYPTOCard works closely with channel partners to offer worldwide Technical Support
services. If you purchased this product through a CRYPTOCard channel partner, please contact
your partner directly for support needs.

To contact CRYPTOCard directly:
International Voice: +1-613-599-2441
North America Toll Free: 1-800-307-7042

support@cryptocard.com

For information about obtaining a support contract, see our Support Web page at
http://www.cryptocard.com.

Related Documentation

Refer to the Support & Downloads section of the CRYPTOCard website for additional
documentation and interoperability guides: http://www.cryptocard.com.
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July 9, 2009 Copyright year updated 1.1

BlackShield ID implementation guide for Fortinet Fortigate 60B i


mailto:support@cryptocard.com
http://www.cryptocard.com/
http://www.cryptocard.com/

CRYPTOCard

Table of Contents
L0 =T YT
/Y 0 11 [T of= 1 5 11 1) o /e
ASSUMPIONS .. ciiiiiir s s s s s s s s s s s s rasrassassassansansansansansans
(070 X=T o= 1 o o o T
Preparation and Prerequisites .....cccvimiirmnrmimsmsmss s s ssanssansnansns

Configuration .....ciicciiciiiciiicsrissr s sr s sr s s r e r s r s ra s ra s r s rnrnnnannna
Adding @ RADIUS SEIVEL ..ueieiieiiie ettt e e e e e e eans
Crealting @ USEr ..t aaaas
(@1 =T= Lo 1 [o = I €] o 18 1 o 1 P
ENabling SSL-V PN ..ttt e e e
Creating a Firewall POlICY ..o e

Testing RADIUS Authentication......ccccvciimiiisrrr s s s s s s ssannans
Using the Command Line Interface (CLI) .....ccvviiiiiiiiiiiiieiceeieeieenaeees
Testing RADIUS Authentication via SSL....ccoviiiiiiiiiiii e

LI e 111 5 LT 5 e X ) o1 5 T « [
(= 11 =To I Mo Ta o] o 1= PP

0 0 0 1 = 1 oo Y o

BlackShield ID implementation guide for Fortinet Fortigate 60B



CRYPTOCard

Overview

By default Fortinet Fortigate VPN logon requests require that a user provide a correct user
name and password to successfully logon. This document describes the steps necessary to
augment this logon mechanism with strong authentication by adding a requirement to provide
a one-time password generated by a CRYPTOCard token using the implementation instructions
below.

MNPS/IAS Server

Fortinet Fortigate 608

BlackShield ID

Applicability

This integration guide is applicable to:

Security Partner Information

Security Partner

Fortinet

Product Name and Version

Fortigate-60B / 3.00-b5101 (MR5 Patch 2)

Protection Category

SSL Remote Access

CRYPTOCard Server

Authentication Server

BlackShield ID

Version

Small Business Edition 1.2+
Professional Edition 2.3+
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Assumptions

BlackShield ID has been installed and configured and a “Test” user account can be selected in
the Assignment Tab.

BlackShield ID NPS IAS Agent has been installed and configured on the NPS IAS Server to
accept RADIUS authentication from the Foritnet Fortigate.

Operation

By configuring the Fortinet Fortigate 60B to require two factor authentication, the user will use
a one-time password (OTP) in place of their regular static password.

Preparation and Prerequisites

1. Verify that a “"Test” user account can successfully authenticate via the Fortinet Fortigate
2. Ensure that Ports 1812 and 1813 UDP are open to the NPS IAS Server

3. The NPS IAS Agent must be configured to use either port 80 or port 443 to send
authentication requests to the BlackShield ID server. Ensure that the port to be configured
on the Agent is open to the BlackShield ID server.

4. Create or define a "Test” account that will be used to verify that the Fortinet Fortigate has
been properly installed and configured. Verify that this account can successfully
authenticate using a standard password before attempting to apply changes and test
authentication using a token. Ensure that the user name for this account exists in
BlackShield ID by locating it in the Assignment Tab.
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Configuration

Adding a RADIUS Server

= To add a new RADIUS = - FoRTIEATE
Server, click “User” p—

Server Name/IP.

= Then click on "RADIUS"”

= Then click on “Create
New” to add a new
RADIUS Server

] ntrusion Protection
¥ wenruter
l AnfiSpam
Jmppavar

’ Log&Report

= Give the new RADIUS S FoeriSere B0B
w ” WEB CONFIG
Server a "Name

New RADIUS Server

. .
= Enter in the “Primary = w— e
” Primary Server Name/IP [207.35.237.45

Server Hostname/IP e e

Secondary Server Name/IP
Secondary Server Secret

= Enter in the “Primary
NAS IP/Called Station ID

Server Secret” Podows 2D Include in every User Group [ Enable
e q —
= If there is a Secondary Iw S S —
RADIUS Server in the e

§ web iter

environment, please

! Antispam

configure the “Secondary  [Errre
Server Name/IP” and the Ll

“Secondary Server
Secret”. If not, skip this
section and click “"OK”
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Creating a User

Next, a user must be fSirorreere 608
WEB CONFIG
created.

§ system

Router
’ User Name

¥ Firewan

§ ven

= Under the User section p—

on the left hand side,
click “Local” o

ad
User Group
Authenication

§ amvinus
” ¥ ntrusion protection

= Then click “Create New i
to create a new user. § Antspam

Jmparaver

l Log&Report

= Enter a name for the SiFoemEAre 608
U WEB CONFIG
Ser ’ System
. § Router New User
(Note: Ensure that the [ e T ——
username entered 1 v s [
here match’s the o — o [Elesse Seiec] -
username within the s (S )
BlackShield ID Server) ™o
[
! Intrusion Protection
= Select the “RADIUS” B
. ’ AntiSpam
radio button. § mrzpsvop

l Log&Report

= In the dropdown menu,
select the RADIUS
Server that was just
configured.

= Click “"OK” when
finished
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Creating a Group

A Group will now need to be
created.

» Under the User section on
the left hand side, click
“User Group”

= Then click “Create New” to
create a new group.

= Give a Name for the new
Group

Select SSL VPN in the
dropdown menu

= Move the RADIUS Server
from “Available
Users/Groups” to the
“Members” Section.

» Expand the “"SSL-VPN User
Group Options”

* Enable “Enable SSL-VPN
Tunnel Service” and
“Enable Web Application”

= Also enable the following
also:
o HTTP/HTTPS Proxy
o Telnet(applet)
o VNC
o FTP
o SMB/CIFS
o RDP

= Click “"OK” when finished

CRYPTOCard

FoRTiEATE. 60B

User Group

Group Name Members Protection Profile

RADUS
LDAR.
windows AD

FommisaTe. 608
WEB CONFIG
User Group

New User Group

Name |psiDssLven

Type SSL VPN -

Available Users/Groups Members

~Local Users - = (@) [ Local Users - =]
Henry ~ Users on RADIUS/LDAP servers -

- Users on RADIUS/LDAP servers - (@

- PKI Users - - PKI Users -

¥ SSL-VPN User Group Options
I%Enable SSL-VPN Tunnel Service
[™ Allow Split Tunneling

§ intrusion Protection

Restrict tunnel IP range for this group
’ i o [¥ Enable Web Application !
¥ HTTP/HTTPS Proxy [ Telnet(applet) [V VNC L
W FIP ¥ SMB/CIFS [ ROP
Host Check

[" Check FortiClient AV Installed and Running
[~ Check FortiClient FWw Installed and Running
[~ Check for Third Party AV Software
[~ Check for Third Party Firewall Software
™ Fnahle Carhe Claan ;I
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Enabling SSL-VPN

= Next will be to enable the [ERlamneme i
SSL VPN. WEB CONFIG

Confiq | Monitor

| Bookmark | Bookmark Group

SSL-VPN Settings

* To do this, click on VPN
on the left hand side.

§ Frewan [y Enable SSL-VPN

Login Port 10443
Tunnel IP Range 192.168.2.1 -[192.168.2.254

Server Certificate Self-Signed =

Require Client Certificate ™
Encryption Key Algorithm ¢~ High - AES(128/256 bits) and 3DES

= Enable “Enable SSL-VPN” T & Default - RCA(128 bits) and higher

¢ Low - RC4(64 bits), DES and higher

. Intrusion Protection Idle Timeout oo (seconds)
» Click Apply all relevant § weoriter

= Then click on SSL.

Portal Message [CRYPTOCard SSL VEN Fortal
. . 3 AntiSpam
information has been
J M, P2P & VoIP
entered. Log&Report } Advanced (DNS and WINS Servers)

ey D

A firewall policy must now be created to allow RADIUS authentication via SSL VPN

Creating a Firewall Policy

FommiGaTe. 608
WEB CONFIG.

= Under the Firewall section
on the left hand side,
click “Policy”

[ Column Settings ]

VYstatus | TiD T source W Destination T schedule T service T profile W Action
- internal -> wan1 (1)
4 1 [eal @ all always © ANY ACCEPT o2 =S

» Then click “Create New”
to create a new policy.

Virtual P
Protection Profie

§ ven

User
§ anovinus
§ intrusion protection
§ wevriter
¥ antispam
§ mpzpavor

! Log&Report
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Testing RADIUS Authentication

= Change it from “dmz” T
to “wanl1” under
w New Policy
SO urce Source Interface/Zone [wan1 =
Interface/zone" Source Addrass E =l Muitiple
Destination Interface/Zone [internal =l
. Destination Address [an =] _multiple
= Under the “Action”, sehedule [wars H
. ervice [ =l _multiple
change it from o - =
“ACCEPT” to “SSL VPN" [~ SSL Client Certificate Restrictive
Cipher Strength Any hut
* Select the user group - :
that was created and ;'g
move it from “Available [EErre -
Groups” to “Allowed” Nisea
= =
H w ” ™ NAT I~ Dynamic IP Pool
= Click "OK"” when =7
finished S = =

Using the Command Line Interface (CLI)

« In the Fortigate Web Config, click e
|hj J| https:/f217.205, 203, 252/system jsconsale Y

on “System” then “Status”.

= There will be a CLI Console there.
Click on the screen to activate a
prompt

» Type the following syntax to test
authentication:

diag test auth rad <RADIUS Server
name> pap <Username> <OTP> Customize Attach

Done 217.205.203.252 [}

=  RADIUS Server Name: Name of
RADIUS Server configured

= Username: User that was created
in the Fortigate.

= OTP: Code that is generated
from the CRYPTOCard token
assigned to the user.

Note: Ensure user has a CRYPTOCard
token assigned to them in the
BlackShield ID Server.
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Testing RADIUS Authentication via SSL

To test RADIUS Authentication via SSL,
launch a Web browser client and navigate T [ 85 B Dom-Guw-"
to:

https://Fortinet DNS Name:10443

A page will come up with a Name and Fe
Password field. I
= Enter in the user that was created in the
Fortinet Fortigate.
= Enter in a code that is generated by the
CRYPTOCard Token . |
lremoteflogincheck. [ 5 1@ et e
Note: Ensure user has a CRYPTOCard token
assigned to them in the BlackShield ID
Server.
If the authentication is 5 OO i
H Fle Edt View Favortes ook Help
SUCCQSSf“_”Vf the new page _W'” I ez s T T
appear with all the applications CRYPTOCard SSL VPN Portal
and bookmarks the user is allowed activate S51-vPN Tunnel Mods
access to. 551 VPN Sassion Info
Login Name: henry (0 hour(s), 0 minute(s), 5 second(s))
HTTP Inbound/Outbound Traffic 0 bytes / O bytes
HTTPS Inbound/Cutbound Traffic: 0 bytes / O bytes
. ) . My Bookmarks
If the authentication fails, please oshmark
see the “Troubleshooting”
section.

Connectto Web Server | Go|

Test for Reachability(Ping) | 6o

Telnet to Host [ LGo|

o | 5

Relp to Host [ [Ga| =l
o TR e ]
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Troubleshooting

Failed Logons

Error messages are from the BlackShield ID Server Snapshot tab.

Symptom: Login Failed

Indication: 11/19/2008 Henry Authentication  Failure 312191514 192.168.21.120 Invalid
12:36:49 PM OTP

Possible The One Time Password provided for the user is incorrect.

Causes:

Solution: Attempt to re-authenticate against BlackShield again. If it comes up as invalid OTP again, test

the token out via the BlackShield ID Manager.

Symptom: Login Failed

Indication: 11/19/2008 Henry Authentication Failure 312191514 192.168.21.120 Invalid
12:47:24 PM PIN

Possible The PIN provided for the user is incorrect.

Causes:

Solution: Attempt to re-authenticate against BlackShield again. If it comes up as invalid PIN again,

changing the initial PIN back to default and forcing a PIN change would solve the issue, or have
the user access the BlackShield Self Service page.

Symptom: Login Failed

Indication: 11/19/2008 Henry Authentication  Failure 312191514 192.168.21.120 Invalid
12:36:49 PM OoTP

Possible The One Time Password provided for the user is incorrect.

Causes:

Solution: Attempt to re-authenticate against BlackShield again. If it comes up as invalid OTP again, test

the token out via the BlackShield ID Manager.

Information

For more information, please refer to the BlackShield ID Admin Guide located at:
http://www.cryptocard.com
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